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PRUH FRFUHDWLYH UROH LQ GHFLVLRQV DERXW WKHLU RZQ KHDOWKFDUH DQG QHZ WHFKQRORJLHV FDQ HQDEOH DQG IDFLOLWDWH WKLV
HPHUJHQWWUHQG,QWKLVVWXG\KHDOWKFDUHVHUYLFHVKDYHEHHQLQWHQGHGDVDFULWLFDOVRFLHWDOVHFWRUDQGWKHUHIRUHKHDOWKFDUH
V\VWHPV DUH IRFXVHG RQ DV FULWLFDO LQIUDVWUXFWXUHV WKDW RXJKW WR EH SURWHFWHG IURP DOO W\SHV RI IHDUV LQFOXGLQJ F\EHU
VHFXULW\WKUHDWVDQGDWWDFNV'HVSLWHFRQWLQXDOSURJUHVVLQWKHV\VWHPLFULVNPDQDJHPHQWRIF\EHUGRPDLQLWLVFOHDUWKDW
DQWLFLSDWLRQDQGSUHYHQWLRQRIDOOSRVVLEOHW\SHVRIDWWDFNDQGPDOIXQFWLRQDUHQRWDFKLHYDEOHIRUFXUUHQWRUIXWXUHF\EHU
LQIUDVWUXFWXUHV 7KLV VWXG\ IRFXVHV RQ WKH LQYHVWLJDWLRQ RI D F\EHU VHFXULW\ SDUDGLJP DGDSWLYH V\VWHPV DQG VHQVH RI
UHVLOLHQFHLQDKHDOWKFDUHFULWLFDOLQIRUPDWLRQLQIUDVWUXFWXUH
,1752'8&7,21
7KH LQWHQW RI WKLV VWXG\ LV WKDW GLJLWDO KHDOWKFDUH VHUYLFHV ODWHU H+HDOWK KDYH EHHQ UHFRJQL]HG DV D FULWLFDO
VRFLHWDO VHFWRU DQG WKHUHIRUH H+HDOWK V\VWHPV DUH FRQVLGHUHG KHUH DV DQ LQVWDQFH RI FULWLFDO LQIUDVWUXFWXUHV WKDW
VKRXOG EH SURWHFWHG IURP DOO W\SHV RI WKUHDWV LQFOXGLQJ VXFK DV F\EHU VHFXULW\ DWWDFNV DQG PDOIXQFWLRQV ,Q WKH
HQYLURQPHQW RI VWXG\ WKH F\EHU VHFXULW\SDUDGLJPRI H+HDOWK LV XQGHUVWRRG DV RQHRI WKH FULWLFDO HQWLWLHV IRU WKH
QDWLRQDQGWKHZHOOEHLQJRIFLWL]HQV2QHIXQGDPHQWDOHOHPHQWRIWKLVVWXG\LVWKDWH+HDOWKVHFXULW\FKDOOHQJHVDUH
HTXDO WR DOO FULWLFDO LQIRUPDWLRQ LQIUDVWUXFWXUH SURWHFWLRQ VXEMHFWV WKHPDLQ FRPSOLFDWLRQ RI ZKLFK LV WKH ODFN RI
DGDSWLYHV\VWHPVDQGUHVLOLHQFHW\SLFDOO\ORVLQJHVVHQWLDOIXQFWLRQDOLW\LQSUDFWLFH
,QWKLVVWXG\WKHWHUP³UHVLOLHQFH´LVDSSURDFKHGDVPDQQHUVWRHQKDQFHWKHFDSDELOLW\RQDOOOHYHOVRIDFWLYLWLHV
WR FUHDWH LQIRUPDWLRQ SURFHVVHV WKDW DUH UREXVW \HW IOH[LEOH WR PRQLWRU DQG UHYLVH ULVNV DQG WR XVH UHVRXUFHV
SURDFWLYHO\ LQ WKH IDFHRI GLVUXSWLRQVRU SUHVVXUHV RI RQJRLQJDFWLYLWLHV VXFK DV H+HDOWK VHUYLFH OHDUQLQJ IUDPHV
FRQWUROSURGXFWLRQWUDGHRUHQJLQHHULQJ,QRXUF\EHUYLHZUHVLOLHQFHFDQEHVHHQDVDQDELOLW\WRUHFRYHUIURPRU
EXLOGQHZSRVLWLRQ WRPLVIRUWXQHRU DGDSWLRQRI QHFHVVDU\ DGDSWLYH FKDQJH UHVLOLHQFH FDQ DOVREH DSSURDFKHGE\
ZD\ RI IRXU DELOLWLHV  WR SODQ DQG SUHSDUH  DEVRUE GLVWXUEDQFH  UHFRYHU IURP DQG  DGDSW WR NQRZQ RU
XQNQRZQWKUHDWV7KHQLQWKLVYLHZDVF\EHUVHFXULW\SDUDGLJPRIH+HDOWKWKHVHQVHRI³UHVLOLHQFH´IRFXVHVRQWKH
DELOLW\ RI D V\VWHP FRPPXQLW\ RU VRFLHW\ H[SRVHG WR VHFXULW\ DQG VDIHW\ UHODWHG WKUHDWV WR UHVLVW DEVRUE
DFFRPPRGDWH WR DQG UHFRYHU IURP WKH HIIHFWV RI D WKUHDW LQ D WLPHO\ DQG HIILFLHQWPDQQHU LQFOXGLQJ WKURXJK WKH
DGDSWLRQSUHVHUYDWLRQDQGUHVWRUDWLRQRILWVHVVHQWLDOEDVLFVWUXFWXUHVDQGIXQFWLRQV
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V\VWHPV DQ RSSRUWXQLW\ WR DFKLHYH EH
V\VWHPVWKURXJKDGGLWLRQDOVHFXULW\IXQ
ILOHVXVHUGHILQHGVWRUDJHDQGUHWULHYDO
HVWDEOLVKLQJ DXGLW WUDLOV DQGRWKHUPHF






FDQEH VHHQDVDGHVFULSWLRQRI WKH VWD
V\VWHPV ZKLFK DUH WKH VSHFLILF DSSUR
V\VWHPV
$FFRUGLQJ WR WKH(1,6$ WKHPRVW
DUH  V\VWHPV DYDLODELOLW\  ODFN RI





DQG DYDLODELOLW\ ,Q DGGUHVVLQJ WKH SURYLVLRQ RI GDWD V
QVLGHUWKHVWDWHRIWKHLQIRUPDWLRQLVLWLQVWRUDJHLQWUD
QJ SRVVLEOH DVSHFWV WR VHFXUH GLJLWDO LQIRUPDWLRQ W










WWHU VHFXULW\ DQG SULYDF\ SURWHFWLRQ WKDQ ZKDW LV DYDLO
FWLRQDOLWLHVXVHUDXWKHQWLFDWLRQVDQGDXWKRUL]DWLRQVWKH
VDQGDFFRXQWDELOLW\PHDVXUHVPRQLWRULQJDQGORJJLQJDF
KDQLVPV WR HQDEOH LQIRUPDWLRQ DFFRXQWDELOLW\ >@+RZH
Q DWWHPSW WR DGG RQ WHFKQRORJLFDO VHFXULW\ PHDVXUHV
&\EHU6HFXULW\&KDOOHQJHVLQH+HDOWK
QF\ IRU1HWZRUN DQG ,QIRUPDWLRQ 6HFXULW\ (1,6$ S
@WKDWIRFXVRQH+HDOWKLQIRUPDWLRQV\VWHPVDQGLQIUDVWUX
FULWLFDOERWKIRUWKHVRFLHW\DQGWKHUHOHYDQWVWDNHKROGH
WHRI WKHDUW KRZ(8PHPEHU VWDWHVSHUFHLYHF\EHU VHF
DFKHV WKH\ IROORZ DQG ZKLFK DUH WKH PHDVXUHV WKH\ W
 LPSRUWDQWF\EHU VHFXULW\FKDOOHQJHV LQH+HDOWK LQIUDVWU
 LQWHURSHUDELOLW\  DFFHVV FRQWURO DQG DXWKHQWLFDWLRQ





















XULW\ LQ WKHLU KHDOWK
DNH WR SURWHFW WKHVH
XFWXUHVDQGV\VWHPV
 GDWD LQWHJULW\ 
OLDQFH DQG WUXVW 
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6\VWHPV$YDLODELOLW\
6\VWHPV DYDLODELOLW\ LV WKH EDVLF IHDWXUH IRU DFKLHYLQJ FRQWLQXLW\ RI H+HDOWK >@ ,W LV DERXW FRQWLQXRXV
DFFHVVLELOLW\RIFULWLFDOKHDOWKLQIRUPDWLRQE\DXWKRUL]HGSURIHVVLRQDOVLQRUGHUWRHQVXUHWKHEHVWKHDOWKFDUHVHUYLFHV
6\VWHPV DYDLODELOLW\PD\ UHODWH WRSK\VLFDO V\VWHPV HJ QHWZRUNV VWRUDJHRU WKHPDWXULW\ RI EXVLQHVV FRQWLQXLW\
LQIUDVWUXFWXUH SURFHVV LQ SODFH DQG LQWHJUDWLRQ 7KH PRUH GLJLWL]HG WKH KHDOWK VHFWRU EHLQJ WKH PRUH WKH KHDOWK
VHUYLFHVDUHDIIHFWHGE\LQWHUUXSWLRQVLQH+HDOWKLQIUDVWUXFWXUHVHJLIGRFXPHQWDWLRQLPDJLQJODERUDWRU\V\VWHPV
DQGFOLHQWDGPLQLVWUDWLRQV\VWHPVDUHGLJLWL]HGWKHQQHWZRUNDQGLQIRUPDWLRQV\VWHPDYDLODELOLW\LVFULWLFDO
$ YLRODWLRQ RI SURFHVVHV SURWRFROVPD\ OHDG WR WKH LQWHUUXSWLRQ RI VHUYLFHV HJ DQ RSHUDWRUPLJKW FDXVH DQ
LQWHUUXSWLRQE\SURFHHGLQJWRDQXSGDWHZLWKRXWIROORZLQJWKHSURWRFRO,QWKLVFDVHWKHLPSDFWRQWKHFRQWLQXLW\RI
VHUYLFHVFDQEHUHDOO\KLJK$QRWKHUSDUDPHWHUZKLFKPD\DIIHFWEXVLQHVVFRQWLQXLW\LVWKHW\SHRIWKHPRGHOWKDWLV





H+HDOWK LQIUDVWUXFWXUHV LQFOXGHPDQ\ GLYHUVH V\VWHPV DQG DSSOLFDWLRQV LQWHUFRQQHFWHG DW YDULRXV VFDOHV HJ D
PHGLFDOGHYLFHFROOHFWLQJFOLQLFDOGDWDFDQEHOLQNHGLQWKHVDPHQHWZRUNWKDWDFRPSXWHUXVHVWRDFFHVV,QWHUQHW>@
$ FRUH LVVXH IRU DQ HIIHFWLYH DQG VHFXUH XVH RI WKHVH VHUYLFHV LV WR HQVXUH D KLJK OHYHO RI LQWHURSHUDELOLW\ DQG
JXDUDQWHHWKDWLQIRUPDWLRQLV WUDQVPLWWHGVDIHO\WKURXJKLQGLYLGXDOLQIRUPDWLRQV\VWHPVKHDOWKVHUYLFHLQVWLWXWLRQV
KHDOWKFDUHSURYLGHUVDQGFOLHQWV>@DQGRQWKHRWKHUKDQGWKDWWKHUHFLSLHQW¶VV\VWHPLVDEOHWRXVHWKHLQIRUPDWLRQ





$ PDMRU YXOQHUDELOLW\ LQ GDWD VHFXULW\ LQ H+HDOWK LQIUDVWUXFWXUHV LV VKDULQJ GDWD EHWZHHQ WKLUG SDUWLHV DQG
LQVLGHUV VXFK DV EUHDFKHVE\ HPSOR\HHV >@ LQGLFDWLQJ WKDW DFFHVV FRQWURO DQG DXWKHQWLFDWLRQ LV RQHNH\ VHFXULW\
IHDWXUHV>@8VHUV¶ LGHQWLW\DXWKHQWLFDWLRQLVQHFHVVDU\WRHQVXUHWKDW WKH\DUHDXWKRUL]HGWRDFFHVVWKHV\VWHPDQ
DFFHVVFRQWUROSROLF\GHILQHVWKHLQIRUPDWLRQOHYHOWKDWDXWKHQWLFDWHGXVHUVDUHDOORZHGWRYLHZRUVKDUH>@$FFHVV




7KHGHILQLWLRQDQGHQIRUFHPHQWRIDFFHVV UXOHV IRUKHDOWKGDWDDQGVHUYLFHV WKURXJKRXWFOLQLFDOZRUNIORZV LVD
SUHFRQGLWLRQ IRU DQ\ FRRSHUDWLYH FOLHQW WUHDWPHQW >@ 'HVSLWH VWURQJ DXWKHQWLFDWLRQ DQG DFFHVV FRQWURO V\VWHPV








$ FRPPRQ H+HDOWK F\EHU VHFXULW\ FKDOOHQJH LV HQVXULQJ TXDOLW\ DQG LQWHJULW\ RI WKH GDWD WKDW DUH VWRUHG DQG
H[FKDQJHG IRU FOLQLFDO DQG DGPLQLVWUDWLYH SXUSRVHV H[DPSOHV LQFOXGH FOLQLFDO ODERUDWRU\ WHVW UHVXOWV FOLHQW
GHPRJUDSKLFVPHGLFDWLRQUHODWHGLQIRUPDWLRQUDGLRORJ\UHSRUWVDQGLPDJHVSDWKRORJ\UHSRUWVKRVSLWDODGPLVVLRQ
GLVFKDUJH DQG WUDQVIHU GDWHV >@ (UURUV LQ SHUVRQDO RU FOLQLFDO GDWD PD\ DIIHFW D SHUVRQ¶V PHGLFDO WUHDWPHQW
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$FRPSXWHUQHWZRUNV LV D VKDUHG UHVRXUFHXVHGE\DSSOLFDWLRQVZLWKGLIIHUHQW LQWHUHVWV >@7KH ,QWHUQHW LV D
ZLGHO\VKDUHGUHVRXUFHZKHUHDQHWZRUNFRQYHUVDWLRQPD\EHFRPSURPLVHGE\DQDGYHUVDU\,QFRPSXWHUQHWZRUNV
DQ H[DPSOH RI D SDVVLYH WKUHDW VXFK DV DWWHPSWV WR E\ DQ DWWDFNHU WR REWDLQ LQIRUPDWLRQ UHODWLQJ WR SUHYDLOLQJ
FRPPXQLFDWLRQ LV WKDW DQ DGYHUVDU\ ZRXOG HDYHVGURS RQ QHWZRUN FRPPXQLFDWLRQ $FWLYH WKUHDWV LQYROYH
PRGLILFDWLRQVRIWKHWUDQVPLWWHGGDWDRUWKHFUHDWLRQRIWKHIDOVHWUDQVPLVVLRQ$QRWKHUDFWLYHWKUHDWLVWKDWWKHWUDIILF
LVXQNQRZLQJO\EHLQJGLUHFWHG WRD IDOVHQRGHVXFKDVD IDOVHKRVWD IDOVH URXWHURUD IDOVHZHEVLWH$OVRVHUYLFH
SURYLGHUVFDQEHDWWDFNHGHJZHEVLWHVPD\EHGHIDFHGE\UHPRWHO\PRGLI\LQJZLWKRXWDXWKRUL]DWLRQWKHILOHVWKDW
PDNHXSWKHZHEVLWH>@7KHUXOHVWKDWGHILQHZKRLVDOORZHGWRGRZKDWDUHDQLVVXHRIDFFHVVFRQWUROFIµ$FFHVV
FRQWURO DQG DXWKHQWLFDWLRQ¶ 7KH VHUYLFHVPD\ DOVR EH VXEMHFWV WR'HQLDO RI 6HUYLFH 'R6 DWWDFNV WKDW XQDEOH WR
DFFHVVWRWKHVHUYLFHEHFDXVHRIWKHRYHUZKHOPHGERJXVUHTXHVWVEHLQJDYDLODELOLW\FIµ6\VWHPVDYDLODELOLW\¶7KH
FXVWRPHUDQGWKHVHUYLFHDOVRIDFHWKUHDWVIURPHDFKRWKHUHDFKFRXOGGHQ\DWUDQVDFWLRQWRRFFXURULQYHQWDQRQ
H[LVWHQW WUDQVDFWLRQ 1RQUHSXGLDWLRQ PHDQV WKDW D ERJXV GHQLDO RI D WUDQVDFWLRQ FDQ EH GLVSURYHG DQG
QRQIRUJHDELOLW\PHDQVWKDWFODLPVRIERJXVWUDQVDFWLRQFDQEHGLVSURYHG





:KLOH WHFKQLFDO XSJUDGHV DUH LPSRUWDQW PLQLPL]LQJ KXPDQ HUURU LV HYHQ PRUH FUXFLDO EHFDXVH PLVWDNHV E\
QHWZRUN DGPLQLVWUDWRUV DQG XVHUV²IDLOXUHV WR SDWFK YXOQHUDELOLWLHV LQ OHJDF\ V\VWHPV PLVFRQILJXUHG VHWWLQJV
YLRODWLRQV RI VWDQGDUG SURFHGXUHV²RSHQ WKH GRRU WR WKH RYHUZKHOPLQJ PDMRULW\ RI VXFFHVVIXO DWWDFNV >@ 7KH
VHFXULW\SUDFWLFHVE\KHDOWKSHUVRQQHODUHFRQVLGHUHGDVRXUFHRISRWHQWLDOSUREOHPVDQGDSSHDUWREHDVLJQLILFDQW
FKDOOHQJHDV LQVRPHFRXQWULHV OLNH$XVWULD WKHKXPDQIDFWRU LVFRQVLGHUHG WKHPRVW LPSRUWDQWFDXVHRIVHFXULW\
LQFLGHQWV >@ $OWKRXJK ULVN DVVHVVPHQW PHWKRGV DQG LQIRUPDWLRQ VHFXULW\ SODQV DQG SROLFLHV DUH FXUUHQWO\ DQ
HVVHQWLDO SDUW RI PDQ\ RUJDQL]DWLRQV WKH PDQDJHULDO DVSHFWV RI LQIRUPDWLRQ VHFXULW\ VWLOO UHPDLQ FKDOOHQJLQJ
HVSHFLDOO\ LQ HPHUJLQJ WHFKQRORJLFDO FRQWH[WV ,Q WKH KHDOWK VHFWRU DOO UHOHYDQW VWDNHKROGHUVPXVW XQGHUVWDQG WKH
VHFXULW\DUFKLWHFWXUHDQGDSSO\DOOWKHUHVSHFWLYHSURFHGXUHV0DQDJHPHQWH[HFXWLYHVPXVWXQGHUVWDQGLQIRUPDWLRQ
VHFXULW\ UHTXLUHPHQWV DQG LPSRUWDQFH 7KH VHFXULW\ DUFKLWHFWXUH DQG SURFHGXUHV PXVW EH ZHOO GHVLJQHG
RUJDQL]DWLRQDOVWUXFWXUHDQGHVSHFLDOO\WKHUROHRIDVHFXULW\RIILFHUPXVWEHDGHTXDWH$FFRUGLQJWR(1,6$VWXG\
>@RIKHDOWKFDUHSURYLGHUVGRQ¶WKDYHDOHDGHUVROHO\UHVSRQVLEOHIRULQIRUPDWLRQWHFKQRORJ\VHFXULW\>@)RU
H[DPSOH LQ(VWRQLD D VHFXULW\ RIILFHU SODFHPHQW LV DQRUJDQL]DWLRQDO VWUXFWXUHPDQGDWRU\E\ ODZRQO\ IRU SXEOLF
VHFWRUDQGWKHUHIRUHPDQ\FRQFHUQVDUHUDLVHGIRUWKHSULYDWHVHFWRUVHFXULW\SUDFWLFHVVLQFHWKHODFNRIWKLVDVVHW
PD\OHDGWRPLVXVHRIVHFXULW\VWDQGDUGVDQGDJDSEHWZHHQVHFXULW\SROLF\DQGZRUNSUDFWLFHV>@4XLWHRIWHQWKH
LQFHQWLYHV IRU LQIRUPDWLRQ VHFXULW\ LQYHVWPHQWV UHPDLQ D EODFN ER[ GHVSLWH WKH IDFW WKDW WKH ODFN RI EXGJHW IRU
LQIRUPDWLRQ VHFXULW\ VROXWLRQV LV UHSHDWHGO\ UHSRUWHG DV D WRS FKDOOHQJH $ PDMRU FRQFHUQ UHJDUGLQJ WKH ODFN RI
VHFXULW\ H[SHUWLVH LV WKDW  RI RUJDQL]DWLRQV GR QRW KDYH D VHFXULW\ RSHUDWLRQV FHQWHU WR LGHQWLI\ DQG HYDOXDWH
WKUHDWV>@
'DWD/RVV
7KH GLJLWL]DWLRQ RI WKH KHDOWKFDUH LQGXVWU\ LV KDSSHQLQJ IDVW D VLJQLILFDQW DPRXQW RI YLWDO SHUVRQDO DQG
FRQILGHQWLDO GDWD DUH VWRUHG LQ GLJLWDO IRUPDW DQG KHDOWKFDUH GDWDEDVHV VHUYH WR UHSODFH WKH SDSHU GRFXPHQWV
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PHDQLQJ WKDW WKHSURWHFWLRQRI WKHGDWD IURPORVV LVPRVW LPSRUWDQW6RPHWLPHVDFULWLFDOVLWXDWLRQHJ VRIWZDUH
DQG KDUGZDUH IDXOWV QHWZRUN IDXOWV VHFXULW\ DWWDFNV DQG QDWXUDO GLVDVWHUV KDSSHQV VR GDWD UHFRYHU\ DQG WKH
WLPHIUDPHWKDWLWFDQEHDFKLHYHGLVFORVHO\UHODWHGWRGDWDORVV&RPPRQFDXVHVRIGDWDORVVDUHXQDXWKRUL]HGDFFHVV
WRFOLQLFDOFOLHQWGDWDE\,7YHQGRUVDQGE\KHDOWKFDUHRUJDQL]DWLRQVSHUVRQQHODQGWKHEDFNXSSROLF\>@+RZHYHU






























7KHUHVHDUFKGDWDRI WKLV VWXG\GHVFULEHG LQDSSHQGL[ LV LQ OLQHZLWK(&'LUHFWLYHRQ&ULWLFDO ,QIUDVWUXFWXUHV
(& UHYHDOHGRXWFRPH LV WKDWKHDOWKFDUH VHUYLFHVDUH LQDFULWLFDO VRFLHWDO VHFWRUDQG WKHUHIRUHH+HDOWK
V\VWHPVKDYHWREHFRQVLGHUHGDVFULWLFDOLQIRUPDWLRQLQIUDVWUXFWXUHV&,,WKDWVKRXOGEHSURWHFWHGIURPDOOW\SHVRI
WKUHDWV LQFOXGLQJ F\EHU VHFXULW\ DWWDFNV7KLV RXWFRPH LV DOVR LQ OLQHZLWK WKH1HWZRUN DQG ,QIRUPDWLRQ6HFXULW\
1,6'LUHFWLYHLQZKLFKKHDOWKFDUHLVFRQVLGHUHGRQHRIWKHFULWLFDOVHFWRUVYLWDOIRUWKHVRFLHW\DQGPRVWH+HDOWK






0RGHUQ VRFLHWLHV¶ FULWLFDO LQIUDVW
VRFLRWHFKQLFDO V\VWHPV ZHUH SK\VLFDO
VRFLRWHFKQLFDO V\VWHPV DUH VRIWZDUHLQ
VRIWZDUHOD\HU F\EHUSDUWLVJURZLQJ
DUHDOVRF\EHUSK\VLFDOV\VWHPVKXPDQ
F\EHU SDUW RI WKH &36 )LJXUH  GHP
,QVWDQFHVRI&36DUHEHLQJGHYHORSHG
SURGXFWV HTXLSPHQW DQG REMHFWV LQWH
DSSOLFDWLRQVHJZLWKWKHKHOSRIVHQVR
'HVL
7KH VWXG\ UHYHDOHG WKDW RXU VRFLHW\
KHDOWKFDUH LQFOXGH ODFNV RI UHVLOLHQFH
QRWHZRUWK\ WKDW/LQNRY HW DO >@ GHV
IURPMXVWDEX]]ZRUGWRDQRSHUDWLRQDO







UXFWXUHV DUH VRFLRWHFKQLFDO F\EHUSK\VLFDO V\VWHPV
V\VWHPV LQFOXGLQJ WKH KXPDQ OD\HU DQG WKH SODWIRUP
WHQVLYH V\VWHPV 6,6 DV VKRZQ LQ )LJXUH  6,6¶ IXWX
>@DVLOOXVWUDWHGLQWKHYLHZIURPOHIWWRULJKWKDQGVLGH
DQGSODWIRUPOD\HUVIRUPWKHSK\VLFDOSDUWDQGWKHVRIWZ
RQVWUDWHG WKDW F\EHU DVSHFWV FDQ EH VHHQ DV UHODWLRQV
WKDWDUHSDUWRIDJOREDOO\QHWZRUNHGIXWXUHZRUOGLQZ
UDFW ZLWK HPEHGGHG KDUGZDUH DQG VRIWZDUH EH\RQG W
UV,QWHUQHWRI7KLQJV'DWDDQG6HUYLFHV
JQ$VSHFWVDVD6HQVHRI5HVLOLHQFH
¶V FULWLFDO &36 VXFK DV FRPPXQLFDWLRQ HQHUJ\ ZDWHU
W\SLFDOO\ ORVLQJ HVVHQWLDO IXQFWLRQDOLW\ IROORZLQJ DGYHU
FULEHV WKH WHUP ³UHVLOLHQFH´ DV D SURSHUW\RI D V\VWHP
SDUDGLJPIRUV\VWHPPDQDJHPHQW






&36 >@  3DVW
 OD\HU DQG FXUUHQW





KH OLPLWV RI VLQJOH
 WUDQVSRUWDWLRQ DQG
VH HYHQWV >@ ,W LV
GHVHUYLQJ WUDQVLWLRQ





$VHQVHRI UHVLOLHQFH LQ)LJXUH LQ
DYDLODEOHDQGDVVHWVIXQFWLRQLQJGXULQJ









H+HDOWK ZKLFK DUH EDVHG RQ UHFHQW VH
V\VWHPVLQUHIHUHQFHV>@>@>@>
7KH 1HWZRUN&HQWULF :DUIDUH 1
DZDUHQHVV DQG LQIRUP GHFHQWUDOL]HG G
LQFOXGLQJ  3K\VLFDO 3K\VLFDO UHVRXU
,QIRUPDWLRQ DQG LQIRUPDWLRQ GHYHORSP







 /LQNRY HW DO >@ FRPELQHG WKH HY






LQIRUPDWLRQ HYHQWV DQGRQH¶V RZQDF
PRVW LPSRUWDQWHQDEOHUVRI VLWXDWLRQDO
JRYHUQPHQW 6HFXULW\ WHFKQRORJLHV LQ
DUFKLWHFWXUHV SURWRFROV DQG LPSOHPHQ
GHSOR\PHQW
6HFXULW\PDQDJHPHQW DQG JRYHUQD
VHFXULW\ ,WV IRFXV DUHDV LQFOXGH 6HF
LQYHVWPHQW LQFHQWLYHV DQG WUDGHRIIV

FOXGHV WKH IROORZLQJDVSHFWV3ODQ/D\ WKH IRXQGDW
DGLVUXSWLYHHYHQWPDOIXQFWLRQRUDWWDFN$EVRUE0









WWLQJV RI VRFLRWHFKQLFDO F\EHUSK\VLFDO VRIWZDUHLQWHQ
@
&: GRFWULQH >@ LGHQWLILHV IRXU GRPDLQV WKDW FUHDW
HFLVLRQPDNLQJ FI )LJXUH  H[WHQVLRQ DQG )LJXUH 
FHV DQG WKH FDSDELOLWLHV DQG WKH GHVLJQ RI WKRVH UHVRXU
HQW DERXW WKH SK\VLFDO GRPDLQ  &RJQLWLYH 8VH RI




HQWPDQDJHPHQW F\FOHV DQG1&:GRPDLQV WR FUHDWH UH






WLRQV DIIHFW WKHJRDOV DQGREMHFWLYHV ERWKQRZDQG LQ
DZDUHQHVVDUHREVHUYDWLRQV DQDO\VLVYLVXDOL]DWLRQ DQG
FOXGH DOO WHFKQLFDO PHDQV WRZDUGV F\EHU VHFXULW\ VXF
WDWLRQ DV ZHOO DV WRROV DQG SODWIRUPV IRU VHFXUH V\VWH
QFH FRYHUV WKH KXPDQ RUJDQL]DWLRQDO DQG FRJQLWLYH DVS
XULW\ SROLF\ GHYHORSPHQW DQG LPSOHPHQWDWLRQ DQG L










VLYH DQG V\VWHPV RI
H VKDUHG VLWXDWLRQDO






















PDQDJLQJ DQG RSHUDWLQJ V\VWHP E\ GRFXPHQWHG DQG V\VWHPDWLF HVWDEOLVKPHQW RI WKH SURFHGXUHV DQG SURFHVV WR
DFKLHYHFRQILGHQWLDOLW\LQWHJULW\DQGDYDLODELOLW\RIWKHRUJDQL]DWLRQ¶VLQIRUPDWLRQDVVHWVWKDWGRSUHVHUYH&RJQLWLYH





DQG VDIH LQIRUPDWLRQ H[FKDQJH DQG FRPPRQ H+HDOWK LQIRUPDWLRQ VKDULQJ GHPRFUDF\ DQG GLJLWDO FLWL]HQ¶V





FULWLFDO LQIUDVWUXFWXUH %HQFKPDUNV DQG WKUHVKROGV IRU ULVN DQDO\VLV DUH EXLOW LQWR WKH UHJXODWLRQV DQG SROLFLHV RI
RUJDQL]DWLRQVDQGQDWLRQVKRZHYHUWKLVDSSURDFKLVQRORQJHUVXIILFLHQWHQRXJKWRDGGUHVVWKHHYROYLQJQDWXUHRI
ULVNVLQWKHH+HDOWKZRUOG>@
7KHUHIRUH UHVLOLHQFH VKRXOG EH LQWHJUDWHG LQWR WKH GHVLJQ RI H+HDOWK V\VWHPV DQG QHZ FRFUHDWLYH SROLF\
UHJXODWRU\ VWUXFWXUHV RI V\VWHPV PDQDJHPHQW WR DGGUHVV WKH HPHUJLQJ LVVXHV DVVRFLDWHG ZLWK FRPSOH[LW\ DQG
XQFHUWDLQW\VKRXOGEHIXUWKHUHGDQGVWXGLHG7KLVXUJHQWQHHGH[LVWVWRFRPSOHPHQWWKHH[LVWLQJNQRZOHGJHEDVHRI
ULVNDQDO\VLVDQGPDQDJHPHQWE\ IXUWKHUGHYHORSLQJ IUDPHZRUNVDQGPRGHOVHQDEOLQJ V\VWHPZLGHDQGQHWZRUN
ZLGHUHVLOLHQFHDQDO\VLVHQJLQHHULQJDQGPDQDJHPHQW
&KDQQHOV RI FRPPXQLFDWLRQ IRU WUDQVSDUHQW GLDORJXH RQ UHVLOLHQFH JRYHUQDQFH ZLWK VWDNHKROGHUV VKRXOG EH






YXOQHUDELOLWLHV ZLWKLQ VXSSO\ FKDLQ DQG FURVV QDWLRQDO ERUGHU WUDQVDFWLRQ QHWZRUNV'HVSLWH FRQWLQXDO SURJUHVV LQ
PDQDJLQJULVNVLWLVFOHDUWKDWFXUUHQWSUHYHQWLRQRIDOOSRVVLEOHDWWDFNVDQGPDOIXQFWLRQVLVQRWHQRXJKIRUFXUUHQW
RUIXWXUHF\EHUDQGLQIUDVWUXFWXUHV\VWHPV
$V ILQDO UHPDUNV RI WKLV VWXG\ H+HDOWK LQIRUPDWLRQ H[FKDQJH FDQ EH SURILFLHQW ZLWK WKH FDSDFLW\ WR PDNH D

























 / ,EUDLPL 0 $VLP DQG 0 3HWNR 6HFXUH 0DQDJHPHQW RI 3HUVRQDO +HDOWK 5HFRUGV E\ $SSO\LQJ $WWULEXWH%DVHG
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 ,/LQNRY'(LVHQEHUJ.3ORXUGH76HDJHU -$OOHQDQG$.RWW 5HVLOLHQFHPHWULFV IRUF\EHU V\VWHPV(QYLURQ6\VW
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